Digital Security for
Activists

The Riseup Collective



'NET

RISEUI

®OO

Released under the Creative Commons Attribution-NonCommercial-ShareAlike license.
Art/Articles copyright their individual authors.

Some rights reserved.

http://zine.riseup.net


http://zine.riseup.net

Contents

Introduction! 2
Is the Cure Worse than the Iliness?| 5
If the Movement has Nothing to Hide| 9
Who's the Terrorist?| 11
Bandwagons and Buzzwords) 22

" i ’ I 27
IPick a Good Password| 31
Your Message is Subject to Review| 37
[Email is a Postcard! 40
|Google Searches for Busting Unions| 42
Blogging with Split Personalities 45
Re 52

About Us 55



Introduction

Why security matters

Every email takes a perilous journey. It might
travel across twenty networks and be stored on
five computers from the time it is composed to
the time it is read. At every step of the way,
the contents of the email might be monitored,
archived, cataloged, and indexed.

However, it is not the contents of our online
communications that our adversaries find most
interesting: a spying organization is most con-
cerned with whom we communicate. There are
many ways in which this kind of mapping of
our associations is far worse than old-fashioned
eavesdropping. By cataloging our associations,
a spying organization has an intimate picture
of how our social movements are organized—
perhaps a more detailed picture than we have
of ourselves.

This is bad. Really bad. The US government
(like most governments) has a long track record
of doing whatever it can to subvert, imprison,
kill, or squash social movements that it sees
as a threat (forest defense, black power, na-
tive rights, anti-war, civil rights, organized la-
bor, anti-slavery and so on), and now they have



all the tools they need to do this with blinding
precision.

We believe that private communication, with-
out eavesdropping, and without mapping of our
associations, is necessary for a democratic so-
ciety. We must defend the right to free speech,
but it is just as necessary to defend the right to
private speech.

Unfortunately, private communication is im-
possible if only a few people practice it: they
will stand out and this will expose them to in-
creased scrutiny. Therefore, we believe it is im-
portant for all of us to incorporate as many se-
curity measures into our online lives as possi-
ble.

What a gloomy picture!

Happily, there are many things you can do. Step
one is education. Know the risks and know the
pitfalls. And make sure your friends and lovers
do, too. Step two is action. It is not enough
to know, we must also do. This zine will help
outline some of the simple and not-so-simple
things you should know and things you should
do.

Do you want a bullet list of priorities for ac-
tion? Then, here you go:

e Secure Connections: by using secure con-
nections, you protect your login informa-
tion and your data while it is in transport.
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e Secure Providers: when you send mail to
and from secure email providers, you can
protect the content of your communication
and also the pattern of your associations.

e Public Key Encryption: although it requires
a little more work, public key encryption is
the best way to keep the content of your
communications private.

Remember: even if you don’t personally need
privacy, practicing secure communication will
ensure that others have the ablhty to freely or-
ganize and agitate. - : AN




Is the Cure Worse than the
Illness?

by PB Floyd

In discussing security culture, activists have to be
careful to keep our priorities clear in our minds. Our
first priority is action for social change. With that
as the priority, it is wise to consider how to reduce
risks to ourselves and that is where security cul-
ture comes in. But if we focus too much on security
culture, reducing risk can easily eclipse the primary
priority of taking action to promote social transfor-
mation.

I've noticed that a certain kind of paralyzing think-
ing has increased over the last few years as dis-
cussing security culture has become more popular.
People and groups get so tied up in making sure
their action is secure that they end up not doing
the action, or they only do it in a very tiny way with
a very tiny group of trusted friends. When security
culture makes us too paranoid to publicize any kind
of action, our activist priorities have been turned
backwards. When we focus too much on security
culture, we over-estimate and confuse risks.

For example, there are dramatically different risks
in having insecure discussions of an illegal action
like a road blockade, lock down, tree sit, or bill-
board alteration versus having one about arson. All
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of these things may be illegal and monitored by the
police, but the penalty for arson can be 30 years
in prison, whereas the penalties for a lock down
are minimal. Sure, it is best that the police don’t
know that we're going to have a lock down, but if
the security measures we adopt make it impossi-
ble to organize the action beyond a tiny circle of
trusted people, we may have missed the point. So-
cial change requires a lot more than any specific
action—it requires building community and a broad
social movement. This means moving beyond ac-
tivist cul-de-sacs, making our process open, accessi-
ble, and democratic, and welcoming lots of different
kinds of people to join in. Broad openness is directly
opposed to a lot of security culture guidelines.

What I've noticed is that security culture tactics
that might be very reasonable if one was organizing
a highly illegal arson have been popping up in the
context of much less risky actions. This weakens
our movement. We should not reserve direct action
for a tiny group of our trusted friends. The prac-
tice and experience of direct action is a life-changing
event for many people, and our movement needs
more places to share these transformative experi-
ences with new folks.

When I was introduced to radical direct action in
1984, I'm pretty sure I never heard a discussion of
security culture. It wasn’t that we did not realize
that the police might be monitoring us with the goal
of stopping our actions. Many activists I met then
were veterans of the 1960s—they were keenly aware
of the FBI's COINTELPRO. But what I remember was
that the folks who were my mentors when I was a
teenage activist weren’'t scared or paranoid. They



were very aware of the risks and they met the fear
with a huge reserve of courage. I remember being at
huge, open spokescouncil meetings and huge, open
action trainings. It was all very open even though
we were pretty sure the cops were watching. And
our actions were large and diverse as a result. My
first arrest was when I was 16 years old for sitting
in front of a train carrying nuclear weapons. Over
100 of us took that bust. The only way to organize
actions on that scale (it was part of an on-going cam-
paign of actions) was focusing on openness and not
on security.

Discussions of security culture are a more recent
trend in the scene and it makes sense in view of
9/11 and the green scare arrests of Jeffrey “Free”
Leurs, Daniel McGowen and others. But when we
discuss action, we have to keep in mind that few of
us will ever take an action like Free took.

I hope that many, even most, of us will have the
opportunity to participate in some form of direct ac-
tion, including illegal actions. Sometimes breaking
the law is a necessary part of social change.

Just today, I was faced with this kind of dilemma.
I'm involved with a radical community space and we
agreed to allow the local low-power pirate radio sta-
tion to put a transmitter on our roof. Last night, I
got the word that it was going up today. The col-
lective that runs the community space has to be an
open, non-secure group in order to welcome new-
comers and be a publicly accessible portal into the
activist scene. So there is a non-secure email list
for volunteers—it is very hard to really know who
is on that email list because there are new volun-
teers constantly signing up. Someone had to send



Is
the Cure Worse than the Illness?

out an email message sayi
o today. aying, “The antenna i i
up themyin Ij r‘lcll;e FCC or the police shov;1 ?1 o %omfg
et them in n'e rsl(sjl tIhey have a warrant.” ThaI‘Z,so;)ri1 :
itting the send but have to admit that I felt te y
piting th Connec}[,l (;on because I knew that sendr'1se
(e emall connee Ied. m(? personally with the Whlrig
L and many other idn’t personally send the em 0'1e
e space people are publicly connected Welltlh
Is sending an email lik i
adion e this—or decidi
. Ii)s_it 21;15:(:1111813 Sn your group’s roofﬁl.dg;gk;?? aSllow
bossibly il time Jr[e‘:ct us to fines, police raids. ven
possibly Jail | Con. . here is no way to take this :;1(36‘["’ on
g manner e t;lstept with security culture ’Il‘(ljln
Is sitting phusic 11e signal from the antenna r;l d 'e
1° Sitting phys tat y on our roof. We really h e to
choose to ac rrl)Ot Iée risk and do the action orae‘l:i3 "EO
o considoring the (? the action. So it is ,a mat(‘zld
o risks, balancing this against tlel:r
vard, and decd ::ng between fear and fearlessnesse
antus to & uss the security culture, but :
0 Lt dise Stcl)lr;f has to be about wher; we’li)art
that can’t be mitigaizzno‘:hen Zhere o riSIg{(S)
o can ; avoided. Hope
discussi 1111 S()1?E :ecunty culture will emphgsiﬁzleuirl’l Otu'r
o makes us o paranoid or careful to act .
st our way. ey act

01, Sec. 216 0f which Your conversation 1S being monitored by the us governmem courtesy of the US Patriot Act of 2001, Sec. 216
permits all phone calls to be recorded without warrant of notification. For ‘more info, visit www.crimethine

wersation is being monitored by the us gcvernmen\ courtesy of the US Patriot Act of 2001,
nits all phone calls to be recorded without @ warrant or notification. For more info, visit wwW. crimethinc.com-
ent courtesy of the US Patriot Act of 2001, Sec. 216 of which Your conversation 1S being monitored by the us. govemmen\ courtesy of the US Patriot Act of 2001, Sec. 2
permits all phone calls to be recorded without 2 ‘warrant or notification: For more info, visit www.crimethi

onversation is being monitored by the U.S. governm
rmits all phone calls to be recorded without 2 warrant of notification. For more info, visit www.crimethine.com.
2001, Sec. 216 of which Your conversation is being monitored by the us. governmem courtesy of the US Patriot Act of 2001, Sec.
permits all phone calls to be recorded without @ warrant or notification. For more info, visit wwW- crimet

sy of the US Patriot Act of
info, visit www.crim

8 ethinc.com.
2001, Sec. 216 of which Your conversation is being monitored by the us govemmen\ courtesy of the US Patriot Act of 2001, Se
permits all phone calls to be recorded without @ warrant of notification. For ‘more info, visit wwW. crim

rtesy of the

d by the us. govemmen\ courte:

orded without @ war' tion. For more

being monitore
rant or notifical

- conversation 1S
calls to be rec

permits all phone

¢ US Patriot Act of
o oo info. Visit WWW. crimethinc.com-
I l’ Tnnn

. 1e aovernment coul



StartTLS: If the Movement has
Nothing to Hide...

by House Sparrow

In the waning days of Babylon and empire,
what will the US government think up next? Ac-
cording to leaks from sources ranging from the
intelligence bureaucracy to the New York Times,
the New Yorker, and the Wall Street Journal,
the government’s new fun toy is the ability to
monitor our social networks by tracking, in real
time, the patterns of email, phone calls, text
messages, and financial transactions. This pro-
gram is top secret, so you can’t take legal action
because you can’t prove the program exists (ac-
cording to the catch-22 logic of a February 19th
US Supreme Court decision).

The Clinton, Bush, and Obama administra-
tions said the program is entirely constitutional
because it does not involve eavesdropping on
the content of our communications. Instead,
it focuses on the pattern of our relationships.
In this way, individuals are not under surveil-
lance, all of society is. If your social movement
has nothing to hide, then what are you wor-
ried about? Plenty. This kind of map of our
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social networks creates a ready made blueprint
for disrupting any social movement deemed to
be a threat. In many ways, the government
knows more about how we organize than we
do. This issue is important to all organizers,
because much of the world’s email is routed
through the US.

So, what can we do about it? For starters,
get everyone you know to start using an email
provider that uses StartTLS. For email, it is the
only thing that can protect against the surveil-
lance of our social networks. For a list of Start-
TLS providers besides Riseup see:
http://help.riseup.net/security/measures

What about phone calls, internet chat, and
social networking sites? Your riseup birds don’t
have all the answers, but we are working on it.
One thing we know, privacy and security are
not solved by personal solutions. If we want
security, it will take a collective response and
a collective commitment to building alternative
communication infrastructure.

10
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Who's the Terrorist?
Blogging Against Surveillance

by Anne Roth, annalist@riseup.net

On July 31 of 2007, at seven in the morn-
ing, armed police stormed into the apartment I
share with my partner, Andrej Holm, and our
two children. We learned that day that Andrej
was a terrorism suspect and that an investiga-
tion had been going on for almost a year. Andrej
was arrested and flown to Germany’s Court of
Justice the next day. The search of our apart-
ment lasted fifteen hours. I was forced to wake
my children, dress them and make them eat
breakfast with an armed policeman watching
us. That day my new life started, a life as the
partner of one of Germany’s top terrorists.

Andrej spent three weeks in investigative de-
tention. The details of how the arrest warrant
was issued caused a public outcry, not only
in Germany but also in many other countries.
Open letters were sent to the court that were
signed by several thousand people protesting
the arrests. Among the signatures were those
of David Harvey, Mike Davis, Saskia Sassen,
Richard Sennett and Peter Marcuse.
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Who’'s the Terrorist?

What had happened?

Hours before Germany’s federal police came to
our home, three men were arrested near Berlin
who were said to have tried to set fire to sev-
eral army vehicles. The original investigation
was started against four other men, of whom
Andrej is one, who are suspected of being the
authors of texts written by a group called “mil-
itante gruppe” (mg, militant group). The group
is known in Germany for damaging property for
years, but never using violence against people.
The texts are claiming responsibility for arson
attacks against cars and buildings since 2001.
German anti-terror law §129a of the penal code
was used to start an anti-terror investigation
against the four. All of them write and pub-
lish online. Andrej works as a sociologist on
issues such as gentrification and the situation
of tenants. Outside academia he is actively in-
volved in tenant organizations and movements
that deal with gentrification and city develop-
ment. Since ‘militant group’ uses words such as
‘gentrification’, ‘marxist-leninist’, ‘precarisation’
or reproduction’ and Andrej also uses terms
like these in his research papers, the state con-
sidered this sufficient evidence to justify com-
plete surveillance (a subsequent linguistic anal-
ysis by the Federal Police later showed its most
unlikely Andrej wrote these texts). As we later
learned from Andrej’s files, the profile for the
‘militant group’ was based on several assump-
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tions. Members of the ‘militant group’ are as-
sumed to: have close ties within the group (all
four have been good friends for years); be leftist
political activists; have no prior police record;
use ‘conspiratorial behavior’, such as encrypt-
ing email and using anonymous mail addresses
(not made of proper first and last names); be
critical researchers and as such have access to
libraries and a variety of daily papers; and have
profound political and historical knowledge.

The initial suspicion, which was based on in-
ternet research for similarities in writing and
vocabulary, led to surveillance of several forms:
phone tapping, video cameras pointed at living
spaces, emails and internet traffic being mon-
itored, bugging devices in cars, bugging oper-
ations on people’s conversations, etc. None of
these produced valid evidence and so every two
or three months surveillance measures were ex-
panded. Anti-terror investigations, according to
129a of the penal code, are known and infa-
mous for the fact that they are being carried
out secretly and that less than 5% ever produce
enough evidence to lead to actual court cases.
The vast majority entail lengthy investigations,
during which huge amounts of data (mostly on
activists) are collected, and after years of ac-
tivity the case is dropped without anyone ever
knowing about it.

The ‘terrorist’ deeds themselves are not being
prosecuted, but rather membership in or sup-
port of the named terrorist organization. There-

13



Who’'s the Terrorist?

fore, investigations focus on ‘who knows who
and why.” At this moment we know of four such
cases carried out against 40 activists in Ger-
many last year. Participation in protests against
the G8 played a prominent role, but not the only
one. In all four cases the names of more than
2000 people were found in the files that were
handed over to the defendants: a good indica-
tor of what these investigations are really good
for.

In our case it is likely that all people who
had any kind of interaction with Andrej during
2006-7 were checked by the police. As a result,
they discovered two meetings that allegedly took
place in February and April of 2007 with some-
one who was later included in the investigation
as a fifth suspect, and then two other individ-
uals who were in touch with this ‘No. 5. The
two meetings took place under “highly conspir-
atorial circumstances”: no mobile phones were
taken along, the meeting had been arranged us-
ing so-called anonymous mail accounts, and,
during the meeting—a walk outside—the two
turned around several times.

The three who were included in the investiga-
tion are the same three who were arrested af-
ter the alleged arson attempt. Some hours later
special police forces stormed our home and An-
drej was dubbed ‘the brain behind the militant
group.” My identity changed to that of ‘the ter-
rorist’s partner.’

14



What to do?

I was in shock. Berlin was on summer break.
The few of us who were not away got together to
gather the little we understood about the accu-
sations. The media rejoiced with headlines such
as ‘Federal Police finally succeed in arresting
long-searched-for terror group’ and we had to
deal with media inquiries, talk to lawyers, talk
to relatives, talk to friends, colleagues, neigh-
bors and our children. We had to learn about
life in prison, start a campaign for donations to
pay for lawyers, create a website, agree on how
to proceed with a rather heterogeneous group
of suspects and an even more heterogeneous
network of friends and supporters, and discuss
how to deal with the media.

I slowly realized that my children and I were
the collateral damage in this case. My com-
puter was confiscated, items were taken from
my desk, all of my belongings searched. My kids
(2 and 5 years old last summer) lived through
two searches conducted by armed police. Their
father was kidnapped and was not returned for
weeks.

Being a political activist myself, I am of course
aware of the fact that phones can be tapped and
that this is used extensively against activists.
In Germany close to 40,000 phones (including
mobiles) are tapped each year we have a total
population of 80 million. To realize and later to
read on paper that this concerns you is entirely

15
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different from the somewhat abstract idea that
you may be subjected to it.

When Andrej was released on bail after three
weeks, the Federal Prosecutor of Germany filed
a complaint and wanted him back in detention
right away, based on the idea that he might flee
the country or that there was danger of repeti-
tion. How do you repeat membership in a ter-
rorist organization? One of the many myster-
ies inside the prosecutors mind. The complaint
was not granted right away but instead Ger-
many’s Court of Justice decided it needed time
to reflect thoroughly on the details of the arrest
warrant (which was the origin of the huge wave
of solidarity that was widely covered in the me-
dia), the question of whether the so-called group
actually qualified as ‘terrorist’ and whether the
presented evidence justified detention.

It was impossible to miss the fact that Andrej
was the focus of police observation. Our phones
went crazy—more than once people tried to call
Andrej’s mobile number but ended up on my
phone instead. When I tried to call him, I got
my own mailbox talking to me. Our TV behaved
funny (as a result of silent or stealth pings that
were sent to Andrej’s mobile phone regularly to
locate him). Emails disappeared.

At some point in the middle of this I consid-
ered starting a weblog. To my knowledge no-
body had ever written a blog about living under
anti-terror surveillance. It was not an easy de-
cision: were people going to believe me? Would

16



I be portrayed as crazy or paranoid? On the
other hand, unlike many other people I knew
for sure that surveillance was taking place, so
why not write about what it felt like? Germany
had a major debate about data retention last
summer—the law had just passed and was to
go into effect 2008. A new anti-terror federal
police law was discussed in parliament and a
public debate about data protection grew to di-
mensions nobody had thought possible some
months before. The War on Terror serves to jus-
tify more repressive laws here as well. A blog
about the consequences of an investigation into
a family that is admittedly interested in politics
(and actively involved), but otherwise not ex-
actly the typical terrorist stereotype, could open
many eyes.

Initially, I did not like the idea of blogging,
precisely because I am quite fond of my privacy.
Why present my personal daily life to a largely
anonymous public? Absurd. But now, after my
privacy had been violated beyond imagination,
why not talk about what it feels like to peo-
ple who are more sympathetic than the Federal
Prosecutor? Why not talk about how ridicu-
lous the ‘facts’ to prove the case really are? And
there are so many amazingly strange interpre-
tations of how we live our life, of what Andrej
said on the phone, of what my mother said on
the phone, that I thought nobody would believe
these details just some months later.

And so I started blogging. Mostly in German,

17



Who’'s the Terrorist?

primarily because I didn’t find the time to trans-
late more, but also because I thought that in-
terested readers would mostly be German. You
can find some texts in English there, too, how-
ever.

I wasn’t familiar with the world of blogs, and
probably still am not. I didn’t have time to find
out how to ‘make your blog popular’ and was
not particularly interested in doing so. I wasn’t
really sure how much attention I'd like. I started
by publishing in the blog the same things I had
emailed to people interested in the development
of the case and in how we were doing person-
ally. I only told people I knew about it. It took
about three weeks before some of the more pop-
ular political German blogs picked it up and
wrote about us, and then the number of vis-
its exploded. In the beginning people wondered
whether this, and I, ‘was real.” The blog received
lots of comments and it was obvious that many
people were completely shocked about what was
happening. They compared the investigation to
what they imagined having taken place in the
Soviet Union, China, North Korea, East Ger-
many, but not ‘here’, in a Western democracy,
a constitutional state. Another group consisted
of people who wanted to help us secure our pri-
vacy. They explained email encryption, switch-
ing SIM cards in mobile phones and the like,
not realizing that at least in the first months
we actively avoided anything that could make
it seem like we wanted to behave in a conspir-
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atorial manner, as this was one of the reasons
Andrej became a suspect to begin with.

I thought it was pretty funny that because I
was ‘the sociologist’s wife’ (we are not married),
people seemed to assume that Linux or encryp-
tion were things I'd never heard of. Many people
expressed fear that by reading my blog or com-
menting on it they might endanger themselves.
I was glad they did anyway. Others expressed
admiration for our choice to be so public about
the case. All of this was great and very impor-
tant support that made it much easier to deal
with the ongoing stress and tension that comes
with the threat of being tried as a terrorist.

Fortunately, the Court of Justice made sev-
eral decisions that were very favorable for An-
drej. First, two months after the prosecutor’s
complaint about his release on bail, the court
decided not only to deny the complaint but also
to completely withdraw the arrest warrant, ar-
guing that ‘pure assumptions are not sufficient.’
This decision was perceived by many journal-
ists as a ‘slap in the face’ to Germany’s Fed-
eral Prosecutor . One month later the same
court decided against the ‘militant group’ be-
ing considered a ‘terrorist organization.’. The
German definition for terrorism demands that
a terrorist act be intended and able to shake
the state to its very foundations, or else to ter-
rify the population as such. Germany’s minister
of justice, Brigitte Zypries, was asked about the
case against the alleged members of the ‘mil-
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itant group’ in an interview with Der Spiegel,
one of the biggest political weekly magazines,
and she said that she thought that the Septem-
ber 11 attacks were a terrible tragedy, but not
a terrorist act by her definition as they didn’t
manage to endanger the American state. We
were rather surprised by this, to say the least.
In November the Court of Justice decided that
the ‘militant group’ can’t be considered terror-
ist and ordered that the other three people ar-
rested be released on bail. Now the investiga-
tion is being carried out under §129 (instead
of §129a), which prosecutes criminal instead of
terrorist organizations, with possible sentences
up to five, instead of ten, years.

When Andrej was arrested for ‘being a terror-
ist’, on the grounds of being intelligent, knowing
many people from different spheres of society,
accessing libraries, and publishing texts, it felt
possible that they’d sentence him to a prison
term. But after months of public support and
with more details of the investigation becoming
public, I, like many others, starting believing
that this nightmare was terminal, that the case
would have to be dropped eventually. Most peo-
ple don’t realize that the investigation is actu-
ally still going on. All of our phone calls are still
being listened to, our emails read, Andrej’s ev-
ery step is being watched. Germany discusses
online searches of computers and using hidden
cameras in people’s living spaces to detect ter-
rorists and we know that the secret service is

20



using what the police only dream of.
It's been an extremely strain-
1\ ing life for almost a year now,
) but I am convinced that a bet-
"' ter way of surviving something
like this, something that ter-
rorized us, our children, our
families and friends, is not to
| go into hiding. I understand
—very well the feeling of wanting
~~to stay still until it’s all over,
to not provoke any (legal) ac-
tion when you're the focus of
this kind of attention. But I
also deeply believe that public
attention and protest saved us
and that, for me personally, the
best thing I could do was to not
keep all my fear inside but in-
stead to share and raise aware-
ness of what the war on terror
looks like in detail.

More information:

http //annalist. noblogs org/category/en
http: //elnstellunq so36.net/en/ps/392
http://wikipedia/ org/wiki/Data_retention

e
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Bandwagons and Buzzwords

by Eric Lee
Originally published in Industrial Worker

The new technology, they said, was going to
transform the Internet forever. Instead of you
having to go online and “pull” web pages to your
browser, it would 'push’ pages to you. In fact,
it was making the web browser itself obsolete.
It was such an amazing thing that Rupert Mur-
doch’s News Corporation (owner of Fox News)
offered $450 million to buy the company. And
companies, media outlets, even unions, were
told, “you’d better get on board or you’ll be left
behind.”

Some of you may recognize the story I am
telling; it describes something called PointCast,
which most of you may never have heard of. But
it, and its so-called “push technology” were the
next big thing a decade ago.

Most of you have never heard of it because,
like so many next big things, it fell as quickly
as it rose, and its massive overvaluation turned
out to be a harbinger of things to come. Three
years later the dotcom bubble burst and Point-
Cast was never heard from again.

A year after PointCast peaked, another com-
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pany, an Israeli startup, called Mirabilis, had
developed the next next big thing. America On-
line (now Time Warner) snapped up the com-
pany for a mere $407 million in 1998 and its
four young owners could now retire as million-
aires.

Never heard of Mirabilis? Maybe you’ve heard
of its sole product an instant messaging client
called ICQ. Or maybe not. Today ICQ is one
of dozens of such products and others (such as
MSN Messenger, Jabber or even Skype) seem
far more popular. I wonder if anyone reading
this article uses ICQ. I know that I haven’t for
several years.

The stories of PointCast and ICQ should be a
warning to those who are willing to jump on any
bandwagon and advocate the adoption of every
shiny new thing on the Internet—or else face
the danger of falling behind.

Here’s a much more recent example: a couple
of years ago, the next big thing on the Internet
was the social networking site MySpace. This
time, Rupert Murdoch’s company did manage
to purchase it for $580 million in 2005. Shortly
thereafter, the site lost much of its luster as it
became increasingly regarded as just another
arm of Murdoch’s evil empire. Today MySpace
is no longer seen by anyone as being particu-
larly “cool.”

In 2005, MySpace was the next big thing. If
you were serious about using the Internet, if
you wanted to reach out to millions of people,
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Bandwagons and Buzzwords

you absolutely needed to be there. But not any-
more.

Now it’s 2008 and there are even more band-
wagons to jump on. The latest is Facebook. (ed-
itor’s note: 2009/ twitter.) Unions are being told
that they need a presence on Facebook or else
no one will know they exist. They need to use
Facebook to mobilize thousands of people, to
send a strong message to companies and gov-
ernments, to grow their ranks, to make unions
seem relevant to young people.

What a fantastic tool—it allows you to mobi-
lize people online. But wait a minute—isn’t this
something we've been doing with websites since
day one?

It is, but here’s the difference. Let’'s say I set
up a group on Facebook to tell the Burmese gov-
ernment to stop crushing democracy. I'll get
tens of thousands of people to sign up to join
my group. And I'll announce—we’ve got a giant
Facebook group. We've got all these committed
people. We're practically a mass movement.

But hang on—in what sense is a Facebook
group a “group?” How does it differ from a sim-
ple online petition? The answer to the latter
question is that it doesn’t differ—it’s just an-
other way of doing an online petition. A worse
way.

If I set up my online campaign on Facebook I
can, in theory, email all members of my group.
Not really, though. What I can do is to send
them messages through Facebook—not to their
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actual email addresses, but to their Facebook
accounts, forcing them to login to Facebook to
read my message. Even if they do this, it adds
an additional couple of steps for them to follow.

If my Facebook group is over 1,000 names, I
can’t email them—and our experience has been
that even with groups of under 1,000 names,
the email doesn’t always seem to work.

What you're doing by outsourcing your cam-
paigning to Facebook is growing their company,
and giving them direct access to your support-
ers and members. What's the alternative? Do-
it-yourself online campaigns where you retain
all the information on who has sent off protest
messages.

At LabourStart, we have campaigned this way
for years. Every time we do a campaign, we col-
lect the emails, names and unions of partici-
pants. If they give us permission, we add them
to our mailing list and they receive our weekly
email newsletter. Our list has grown from 3,000
names five years ago to 51,000 names today as
a result of these campaigns.

Imagine if Facebook had existed five years ago
and if we had tried to campaign using it. We
wouldn’t have a mailing list today and we cer-
tainly wouldn’t be able to send out more than
50,000 emails a week.

Facebook is a poor replacement for a real on-
line campaigning strategy for unions. It makes
us vulnerable to the whims of those who own
the company. Microsoft has invested $246 mil-

25



Bandwagons and Buzzwords

lion in Facebook. It sees Facebook the same
way that Murdoch saw MySpace (or PointCast)
as a way to make money.

Further, unions that have tried to use Face-
book have not always had such great experi-
ences. Earlier this year, the Service Employ-
ees International Union (SEIU) tried to organize
casino workers in Nova Scotia, Canada. They
used Facebook and were shocked to find that
their Facebook account had been closed. When
they asked for an explanation they were told
that they were an organization, not an individ-
ual, and weren’t allowed to have an account
(SEIU replied that companies were allowed to
have Facebook accounts, but this had no ef-
fect).

A union in South Korea using a similar sys-
tem was engaged in an organizing campaign col-
lecting details of potential members, all of which
was lost when the company shut them down.

The lesson I learn from all this is that the best
tools are the ones we wield ourselves—and that
the best way for unions to campaign online is
not to jump on the latest bandwagon, but to
spend the time, effort and money to create pow-
erful online campaigning systems ourselves.
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You're Evited to use the
Master’s Tools!

by Tufted Puffin

There are a lot of digital tools out there that
offer to make our lives better in some way. What
if using corporate tools could make our orga-
nizing easier? Isn’t it worth using the master’s
tools to bring down the master?

I thought about writing a tirade on Evites, but
I realized my criticism of Evites was more of a
general criticism of so-called tools that we use
even though they don’t offer much. They may
look flashy and shiny (although Evites don’t even
have that going for them...) and there must
be some reason that so many folks use them.
Thanks to technology, I can write micro-blog en-
tries from a cell phone and share the books that
I've read, websites I like, my travel plans, and
every other bit of minutia about me. I've never
publicized all this information before and it's
not clear why it would be interesting to anybody
but marketers, but maybe this is what technol-
ogy is all about. Other people are doing it, so
why shouldn’t I?

So what about Evites? What does an Evite
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offer to those invited to an event? It requires
opening the Evite link to see the actual infor-
mation about the event (where, when, etc.). It
means anybody invited to the event can see who
else is invited, if they are coming, whether they
are bringing a hot date, etc. To some, this sort
of voyeurism might be interesting, or even moti-
vate them to attend an event they wouldn’'t have
attended otherwise.

But to others, an Evite might deter event at-
tendance. Maybe the Evite invitation has been
blocked as spam, maybe going to the Evite web-
site is a pain, or impossible if one’s employer
has blocked Evite. Maybe some get pissed that
everybody else invited (or with the proper URL)
can see that they have some tie with the orga-
nization and were invited to the event. Maybe
somebody is uncomfortable attending an event
if they were forwarded the Evite, and weren’t
themselves invited. Even if Evite does make or-
ganizing the event a teensy-bit simpler for or-
ganizers (and I'm skeptical of this), shouldn’t
the organizers add a bit of burden to themselves
to make attendance as easy and welcoming as
possible for potential attendees?

Why does Evite exist? Because some folks
want to be “Your Own Personal Party Planner?”
Like most so-called free web services, Evite does
what it does to make money off you—they aren’t
doing it out of their own love of Superbowl par-
ties or anarchist picnics. According to the an-
nual report of IAC/InterActiveCorp, the corpo-
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ration that owns Evite, in 2007 they brought
in $758.5 million dollars in revenue from Evite
and Citysearch. Evite presumably makes their
money off ads and partnerships with people sell-
ing you shit. I don’t think they currently offer
paid-premium services, but maybe in the future
they will. They probably aren’t selling their list
of email addresses to other companies, or giv-
ing them to the NSA, but maybe they’ll choose
to do that, too. And if the government were to
subpoena them for a list of people invited to a
radical event, do you think they would stand up
to it? Not that the government would even need
a subpoena to compile a map of social networks
from Evites—it’s all public information.

To further complicate matters, it's not just
corporate tools that we need to be skeptical of.
Many tools are developed for pure reasons, but
still don’t make sense for every job. I'm thinking
of complicated Content Management Systems,
like Drupal. Drupal is an open-source tool for
building and maintaining websites. For many
organizations, a Drupal site is great. But for
others, it's complete overkill—it doesn’t make
sense to put resources into using the features
Drupal provides, and instead organizations use
Drupal to do what could be done just as well
with a static HTML website. I see this as an ex-
ample of the non-profit industrial complex, and
the perceived need to professionalize organiza-
tions, but it is also an example of feeling pres-
sure, maybe from a so-called expert, to use a
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tool that isn’t really useful for the need in ques-
tion.

I guess my point is to be skeptical. Tools can
be great, and we should use them. But we need
to evaluate what tools to use, and why. We all
know that the norms of the system are fucked,
and that “everybody is doing it” is not an argu-
ment for anything. But it can be hard to de-
termine what new hyped toys are worth using,
and which are bogus. In some cases, it might
be worth looking at offensive advertising or ac-
cepting security violations in order to reach a
broader community or to simplify our organiz-
ing. But sometimes a tool only offers the down-
sides, with minimal advantages. We should be
careful about normalizing the movement’s use
of the master’s tools, and affirming the idea that
others know what we need better than we do.
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Pick a Good Password
by Amanda B. Hickman

In a perfect world, you would use a unique
password for every password protected function
that you hope to keep private. That unique
password would be 14 characters long and not
resemble any word in the dictionary (password
is out, and so is passwOrd and pa55word). Your
passwords would never be written down any-
where, ever.

Got it? Great. Now let’s get real. If you are
ready to be responsible about password use but
can’t quite get your head around the instruc-
tions above, here are some tips to make you less
insecure:

1. Not every password needs to be secure:
Pick one really easy password and use it only
for nuisance logins, those sites where you know
you won't really care if someone gets a hold of
your account. Yes, someone could steal your
password, but what are they going to do with it?
If you're worried about protecting your privacy,
use a better password, but if you aren’t, use
the same plain word over and over again and
don’t think twice about it. Good examples of
nuisance logins are:
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e Newspapers and other online content

e Travel sites like Expedia, or airline sites
that require you to login to search (as long
as you haven’t saved your credit card in-
formation!)

e Email lists, anywhere that warns you that
your password will be sent to you in clear-

textll]

¢ Photo sharing sites (especially if you aren’t
using your own identity and instead using
a pseudonym)

A good way to decide whether or not something
is a nuisance login is this: Ask yourself, what is
the very worst possible thing that could happen
if someone got a hold of my password or took
over my account? If your answer is “meh,” it is
a nuisance. If your answer is something closer
to “oooh, that would not be good” you should
opt for a harder password.

2. It is okay to reuse a password if you change
it from time to time and only use it in secure
places. For things that are private but not life or
death, invent a semi-random password that you
can remember. For a while I used “140ONHbro”

ICleartext is text that is visible to the user. When you
type in your password in a conventional password box,
the text is obfuscated so that you cannot see it when
you type. You see asterisks or bullets instead; that is
not cleartext.
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because my kid brother, Oliver N Hickman, was
about to turn 14 and I was thinking about get-
ting him a birthday present when I set up my
first email account. For an added bonus, when I
was still using that password on his 18th birth-
day, that was a good reminder that I should
have switched passwords. Change that pass-
word every few months. At a minimum, change
it once a year.
Passwords you should keep to yourself:

e your email account(s)
e the (S)FTP login for your website
e your blog login

3. Don’t share private passwords. As an orga-
nization, or in collaboration with other people,
you may wind up with some passwords that you
can’'t avoid sharing between many people. Re-
alize that these passwords are profoundly inse-
cure and treat them as such: don’t reuse your
email password in a context where you’ll have to
share it. (S)FTP passwords and shared websites
often fall into this category.

If you do share a private password, say, in an
emergency, change it as soon as possible and
change it in the other places where you use it.

4. There’s private and then there’s really pri-
vate. Some things are really sensitive. If you're
accountable to more than just yourself, be re-
sponsible about the passwords you choose. Use
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really random passwords and don’t reuse them.
If you're keeping sensitive data in a web-based
membership database, or if you access a shared
file server remotely, you should have a truly
random password. If you don’t save the pass-
word, you’ll find that as you type it over and
over you get as used to it as any regular word. I
eventually find that my random passwords are
almost pronounceable.

Random password generators aren’t hard to
find, but here is one that I like:
http://pctools.com/guides/password

UChicago has a great tip sheet on passwords:
http://safecomputing.uchicago.edu

One good tip: use the first letter of each word
in a saying or lyric that you'll remember, like
“Poverty anywhere is Poverty everywhere!” be-
comes “PaiPe!” or “Four score and seven years
ago our fathers” becomes “4sa7yaof.” Be care-
ful not to pick something that can be connected
to you. For example, if you are using the first
letter of the first 8 letters of the chorus of your
favorite song, who knows that this is your fa-
vorite song? Have you broadcast your favorites
to social networking sites?

Another good tip: when you play Scrabble
(well, when I play scrabble anyhow) I can imag-
ine all kinds of letter combinations into words.
Makes it hard to play scrabble, but makes it
easy to think of br2buVes as “Brought two bu
Vez”.

34


http://pctools.com/guides/password
http://safecomputing.uchicago.edu

Think your group needs a password policy?

1. Be Realistic: if you impose a rule that no
one has time to follow, you are no better
off than you were without any policies.

2. Wherever possible, let users set their own
passwords. When the whole organization
shares a single password, it is much more
difficult to change the password.

3. Be Reasonable: be clear about why pass-
words matter in your organization. Is data
sensitive? Is it confidential? Vulnerable to
vandalism? There is a difference. If you
are asking computer users to respect the
confidentiality of the organization, say so.
It seems less arbitrary.

4. Set an Example: never ask users to share
their passwords with you. Make sure you
know how to reset passwords for email,
database users, etc. and let users keep
their passwords private. If you are foot-
ing the bill, your ISP should have no prob-
lem resetting a user’s email password if
something happens and you need access
to their account.

So what is the worst thing that could hap-
pen? Only you know how private your email
or other files are, so there are plenty of worst
things that I might not be able to list for you. On
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top of those, short of outright robbery and iden-
tity theft (which do happen, and would probably
be bad) there are a few other sorts of things that
might go terribly awry if you aren’t being smart
about passwords and privacy:
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e Someone could gain access to your email

account, either because you logged in from
a public terminal and didn’t log out, or be-
cause you logged in using a public wire-
less connection and someone sniffed out
your signal. They might use your email
account to send great quantities of spam,
which could get your email provider black-
listed or get your account shut down. They
might use your email account to send des-
perate messages to everyone in your ad-
dress book begging for money (it happens
pretty often).

Someone could use your (S)FTP login or
website login to place a malicious script
online that logs everyone else’s password
attempts, and sends home a tidy little list
of good username and password combina-
tions to try on email servers.

(cc) LINC Project April 2006
Creative Commons AT-NC-SA 2.5



Your Message Is Subject To Review
by jacqueanne

I opened up an email from Savannah College
of Art and Design and my eyes focused on an
unexpected phrase: “Your message is subject
to review.” Wonderful. As a recent transplant
to Savannah, I was trying to make contact with
certain “dangerous people”, such as whoever co-
ordinates the local Food-not-Bombs. Was some-
thing in my email asking when I could help feed
the homeless suspicious enough to be “subject
to review?” Why is SCAD screening my emails to
begin with? Perhaps the word “bombs” triggered
something in the SCADmail system. Or maybe
my educational institution is randomly screen-
ing my emails. Either situation is uncalled for:
no one is going to write in a casual email, “Hey,
I'm bombing the fashion building Thursday at
2pm sharp—just to let you know. Hope all is
well.”

If my email did get reviewed, it must have
been denied silently because it was never sent.
I think this is SCAD’s way of saying, “We do
not want to be connected with anything slightly
controversial, so we can not allow an email to
an activist group to be sent with our name at-
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tached to it in any manner.” Private Art School,
your message is loud and clear. The time for
a new method of inter-web communication has
come.

Maybe it is legal for colleges to screen emails,
but it is not something I, or any of my friends,
want to be subjected to.

More secure email providers such as Riseup
and Hushmail are what I gratefully turned to.
Riseup’s webpage prominently features some-
thing refreshing: “We will not read, search, or
process any of your incoming or outgoing mail
other than by automatic means to protect you
from viruses and spam or when directed to do
so by you when troubleshooting.”

Of course, it is not just what server you select
that makes a difference in how secure your per-
sonal message is. Obvious things such as pass-
word security and logging out when you finish
are things that can easily be overlooked. Pub-
lic computers, such as the ones at libraries, are
used by countless individuals each day. Forget-
ting to log out will leave your information open
to the masses.

Commercial email providers are offering more
and more storage space for “free”, so people are
using their accounts to store anything and ev-
erything. Bank account numbers and names,
backup documents, along with personal emails
are all in the system waiting to be hacked.

Want to secure yourself? Of course you do.
One clever trick is to sign up for a website hit
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counter (such as onestatfree.com). Fake the
information you provide, if you like. After sign-
ing up, you will receive some emails, and one of
them will include an attachment with a filename
like OneStatScript.txt. Write down your On-
eStat account number and delete the email.

Now, change the name of the text document
to something that would entice someone snoop-
ing on your email, such as ‘passwordlist’ or ‘my-
accounts’, change the extension to .htm and
make sure the format is html. Then, email the
file to the email account you would like to mon-
itor. Now test it by opening your email and then
opening that attachment. By opening this at-
tachment, it should register a hit with the web-
site hit counter, so login there with your ac-
count information and see if a hit was regis-
tered. Now just let that enticing email sit in
your account and periodically check your hit
counter.

If anyone opens this
email and finds the at-
tachment and opens it,
a hit will be recorded,
showing you the time,
date, location and IP ad-
dress of the person open-
ing the attachment.

If you have even one
hit, some is reading your
mail! It is time for a new
password.

o
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Email is a Postcard:
Good security is no substitute for
good sense

by Blue-footed Booby

Email is a postcard: email is a word that barely
existed 25 years ago. But what is that word?
It’'s “e” for electronic, stuck together with “mail,”
which, way back when the term was invented,
must have referred to the little pieces of pa-
per moved from place to place by postal ser-
vices. There were lots of different types of let-
ters back then, though. There were the letters
in thick legal envelopes that you couldn’t see
through, good for concealing cash when donat-
ing to Riseup or ordering fanzines. There were
those flimsily enveloped letters that you could
hold up to the light to make out some of the
words in a love letter. 8.5 x 11 yellow ones full
of unfolded papers, padded ones that kept mix
tapes from being crushed. What kind of letter
should we imagine when thinking of the anar-
chist postal worker delivering an email through
the internet?

Email is a postcard. Anyone involved in the
transmission of your precious email can read
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its contents. Maybe most people don’t choose
to, but you should know that they definitely
could. Some places won’t. Riseup won’t, but
we’re not the only ones involved. If you were
to send detailed information about your affin-
ity group’s plans for nonviolent direct action to
end war and you were to send it on a post-
card that the Department of Defense happened
to help carry on its way, don’t you think they
might want to take a peek? For information on
sending e-letters in an envelope, see:
http://help.riseup. net/securi’/c,y/measures/

But always remember’ email is a
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Google Searches for Busting Unions:

How the Internet makes organizing harder

by Eric Lee, originally published in Industrial Worker

Back in 1974, [ was a student in Cornell Uni-
versity’s labor relations program working dur-
ing the summer for a union in New York City.
The union’s education director (today its presi-
dent) suggested to me that I quit university and
go to work in a factory where I could organize
workers. That was the way to get involved in
the trade union movement, he told me. I pon-
dered the offer—it would have involved moving
to Indiana—and eventually decided not to do it.

Thanks to the Internet, that scenario is no
longer possible.

I had been a political activist for a few years
by then (I started quite young) but there was
really no way for a factory owner in Indiana to
know who I was. I probably could have covertly
entered the factory and helped unionize it.

Today, factory owners are a mouse-click from
knowing everything about each of us. The old
strategy of blacklisting—employed so success-
fully against unions for many years—has now
become infinitely more effective thanks to the
net. According to a recent report, “Starbucks
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managers discovered that two pro-union em-
ployees in New York were graduates of a Cor-
nell University labor program... Managers took
the names of graduates from an online Cornell
discussion group and the school’s website and
cross-checked them with employee lists nation-
wide. They found that three employees in Cal-
ifornia, Michigan and Illinois were graduates of
the program and recommended that local man-
agers be informed.”

That’s pretty clever — Starbucks was not only
looking for troublemakers, but also for potential
troublemakers, or people who might have sat in
class next to troublemakers. It was chilling for
me to read that they were specifically targeting
Cornell labor program graduates. That brought
home to me the point that if this technology had
existed in 1974, it would not have been possi-
ble to covertly insert someone like myself into a
non-union factory.

Using the techniques of data-mining, human
resources staff will be able to block the em-
ployment of not only trade union organizers,
but of people who might be friends with union
organizers. If I were a union-buster, the first
thing I'd do is sign up with Facebook (where
one is actually faceless and anonymous) and
“friend” all the union activists I could. In the
real world, this would be tricky, expensive and
time-consuming. But not online.

Many of us, myself included, have long ar-
gued that unions should make the best possi-
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ble use of the net, and that the net offers us
new possibilities for organizing, campaigning,
and strengthening our unions. The low cost and
global reach of the net, we believed, would em-
power unions and level the playing field in the
struggle with employers.

But the net also offers new possibilities for
union-busters and there is some evidence that
corporations are using the net more effectively
than we do.

How do we cope with the dangers of data-
mining and net-based blacklisting? We need
our members and especially our organizers to
learn some of the basic skills for protecting their
privacy online. We hear all the time about how
teenagers are being warned that what they write
today on MySpace and Facebook can come back
to haunt them when they apply for their first
jobs, but where are the unions warning mem-
bers how to behave online, how to protect their
identities, encrypt their correspondence, visit
websites anonymously? Which unions are cre-
ating for themselves secure areas for online dis-
cussion that are not easily data-mined by the
opposition?

As the Starbucks example shows, some em-
ployers have thought this through and are way
ahead of us in the game. We in the trade union
movement need to begin training our officers,
staff, members and potential members in the
art of survival in an age when privacy is increas-
ingly becoming a thing of the past.
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Blogging with Split
Personalities

How I Created and Reconciled My Separate
Spaces On the Web

by Sarah Dopp

Hi, my name is Sarah, and I'm a compulsive
blogger. It all started in high school when I cre-
ated a website under a pseudonym and used
it to tell stories about my love life. It was a
thrilling and introspective project that resulted
in a lot of great writing. Unfortunately, I was so
terrified someone would connect it to me that I
never saved a backup copy. That website has
since expired and those words are now lost for-
ever in the murky underbelly of the Internet.
First lesson learned: If I'm not going to claim
something, I can’t hold onto it.

My next blog was more open but less per-
sonal. In 2001, my first year of college, I used
my student web space to keep an online journal
about my day-to-day interests and experiences.
I kept each post short and simple and figured
no one would care about them except me. I was
wrong. A few months into my semester, I dis-
covered that the school’s student websites were
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listed on an obscure page at the main college
website, which you could find if you browsed
deep enough into the menus. Prospective fresh-
men, it turned out, were inclined to browse that
deep. Since I was one of the only people at the
college making use of my student web space,
I started receiving daily emails with questions
about the campus from high school seniors all
over the country. Second lesson learned: I can
give myself a voice, but I can’t control what it
means to other people.

I spent the following summer in China, living
for four months on my own after a brief study
abroad session ended. The cultural differences
were jarring to me, and I needed a way to tell
the stories to my family and friends back home.
I started a blog on Blogger.com with a few self-
imposed restrictions: I wouldn’t tell anyone in
China that I was doing it and I wouldn’t use my
last name or my Chinese name. The arrange-
ment was perfectl could speak freely about my
discomforts and misadventures without offend-
ing anyone around me, and I could keep my
U.S. contacts aware of how I was doing. Unfor-
tunately, my sensitive grandparents also heard
about the blog, read some of my more dramatic
stories, and became very upset about how dan-
gerous my overseas situation seemed to them.
From then on I continued to tell exciting stories,
but I made sure to edit my posts to emphasize
how safe I was. Third lesson learned: I have a
responsibility to respect my audience, but I get
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to decide how to do that.

My next major blog started off public and then
later became private. I created it on Livejour-
nal.com, wrote under my real name, and used
it to speak freely about my emotions, opinions,
and relationships. I was wrestling with gender
and sexuality issues and I needed a place to
write it all down. I shared it with my friends
but didn’t mention it to my family or work con-
tacts, and just trusted that it would stay off
their radar. A year into the project, I realized I
was censoring my own writing out of fear that it
would be discovered, and I started to resent the
project. Livejournal, fortunately, has excellent
privacy settings, so I changed the entire blog
over to “friends only” access. The downside was
that my journal became harder to read—{riends
had to log in to their Livejournal accounts in or-
der to view it, and it could no longer be found
by the casual web surfer. The upside, though,
was that I felt (mostly) free and safe to write
without editing myself, and that’s an incredible
gift. Fourth lesson learned: Sometimes I need
to choose between freedom and visibility.

After a few years of living behind a locked
Livejournal, I realized I missed having a pub-
lic voice, so I started another blog. I created
it at SarahDopp.com, considered it my profes-
sional web presence, and knew it would stick
with me for a long time. I was careful to only
write things that made me look respectable, re-
liable, and valuable. This created a clear divi-
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sion of content in my life: things that belonged
in my locked Livejournal, and things that be-
longed on my public blog. Since I had differ-
ent audiences in each space, I started to de-
velop two separate reputations: people either
perceived me as professional and clear-headed,
or as messy and neurotic. In my less confident
moments this affected my self-image, and I be-
gan to think of myself as dishonest. Fifth les-
son learned: When I'm managing multiple per-
sonae, I'm not representing myself as a whole
person.

With all these lessons piling up under my belt,
I decided to try my hand at something new. I
started a blog called Genderfork.com, where I
posted daily photos of androgynous people and
discussed issues around gender variance. This
project was way outside of my comfort zone, so
I used a pseudonym and only told my closest
friends about it. I was afraid that it wouldn’t
go well, that people would leave abusive com-
ments, or that it would deter future clients and
employers from hiring me. Miraculously (to me),
the project was successful. People left encour-
aging comments, thanked me for creating the
site, engaged in the conversation, and recom-
mended photos for me to use. I became proud
of the project and wanted to share it with other
people, but realized I wasn’t set up to do that.
Sixth lesson learned: My separate personae do
not get to take credit for each others’ accom-
plishments.
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Finally, my web identities became too frac-
tured for me to manage and I decided it was
time to reconcile it all. I came out on my profes-
sional blog as queer, announced myself as the
editor of Genderfork, and braced myself for a
fall-out of drama and controversy. The results
were surprising. I received an endless stream
of support and encouragement and my profes-
sional relationships strengthened immediately.
Within two months, I was interviewed on tele-
vision and the radio about my grapplings with
identity issues, was invited to guest blog on sev-
eral websites, and was asked to be on a con-
ference panel about “coming out” on the Inter-
net. My blog readership has grown consider-
ably, and I feel protected by a safety net of peo-
ple who are emotionally invested in encouraging
me to be myself. Seventh lesson learned: the
general public is much more capable of accept-
ing me than I gave them credit for.

Sarah Dopp is a blogger, poet, and website
development consultant in San Francisco. She
is also the editor of Genderfork.com, a project
that explores androgyny and gender variance
through artistic photography. Read more at:
http://www.sarahdopp.com/blog
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Five Rules of Persona Management

1. Use separate spaces. If you never ever want

your personae to be connected with each other,
make sure you're accessing the web from dif-
ferent IP addresses. Public computers at the
library are ideal—they’re very unlikely to be
traced back to you. If privacy isn’t critical, on
the other hand, try using multiple web browsers
(e.g., Firefox for one persona and Safari for an-
other). This will allow you to stay logged into
websites that both of your personae use and
maintain separate sets of bookmarks.

Choose your tools wisely. Are you speaking to
a specific group of people or do you want to
be seen by the whole Internet? Many social
networking websites offer privacy options that
can make your persona only visible on a “need
to know” basis. If privacy is a concern, limit-
ing your audience may help you sleep better at
night.

Stick to your boundaries. What are you go-
ing to talk about with this persona? What are
you going to talk about with that other per-
sona? Are they going to overlap at all? (If so,
make sure you don’t repeat any content word-
for-word under both names.) What rules are
you going to set for yourself to maintain your
privacy? It's important to honor the commit-
ments you make to yourself, and to think long
and hard about it before you change your own
rules.



4. Watch yourself. The key to consistency is to
know what your web presence looks like at all
times. Subscribe to Google Alerts and Techno-
rati search feeds for all of your names and blog
titles to see where they show up on the web. If
someone should write about you in a way that
violates your privacy, you need to be able to
respond right away.

5. Remember that humans make mistakes. Even
the most fastidious security geek can relax for
a moment and miss a tiny detail that will top-
ple a house of cards and the possibility of mis-
takes increases exponentially when you start
to tell friends what you're doing. Before you
write a word on the internet, stop and think
about the possibility that your real world iden-
tity may someday be connected to it. It’s un-
comfortable, it’s terrifying, and you can work
like crazy to make sure it doesn’t happen... but
just think about that worst case scenario for a
moment. Could you survive? Is the risk worth
it? Probably? Okay, then get your voice out
there!
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Resources

Interesting Reading

China’s All-Seeing Eye: With the help of U.S. de-
fense contractors, China is building the prototype
for a high- tech police state. Naomi Klein. Rolling
Stone. May 15, 2008.
http://www.commondreams.org/archive/2008/05/
15/8970/

Global Gridlock: How the US Military-Industrial Com-
plex Seeks to Contain and Control the Earth and Its
Eco-System. Kingsley Dennis, Centre for Research
on Globalization. March 31, 2008.
http://www.globalresearch.ca/index.php?context=
va&aid=8499

The Nosey Faces Behind Facebook. Rob Argento.
Feb. 1, 2008.
http://www.sillyconvalley.net/noseyfaces.html
Border Agents Can Search Laptops Without Cause,
Appeals Court Rules. Ryan Singel. Wired News.
April 22, 2008.
http://blog.wired.com/27bstroke6/2008/04/
Congress Must Investigate Electronic Searches at U.S.
Borders. Electronic Frontier Foundation. May 1,
2008.
http://www.eff.org/press/archives/2008/05/01
Search And Online Advertising: A Continual Evolu-
tion. Ellen Siminoff. Search Insider. November 16,
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2007.

Customer data ‘needs protection’. Darren Waters.
BBC News. April 21, 2008.
http://news.bbc.co.uk/2/hi/technology/7359263.
stm

Printer Tracking: Learn about how your printer might

be encoded with identifying information
http://www.eff.org/issues/printers

A compilation of academic essays about various dig-

ital culture phenomena:
http://www.ssrc.org/blogs/books/2007/12/31/
structures—of-participation—-in-digital—-culture/

Movies

Big Brother State—An animated short about public
surveillance by David Scharf.
http://www.huesforalice.com/bbs/

Privacy and Social Networks. Office of the Privacy
Commissioner of Canada.
http://www.youtube.com/watch?v=X7gWEgHeXcA
Taking Liberties Movie.
http://motionographer.com/media/simon_robson/
taking_liberties_1.mov

The Spies Who Love You.
http://www.markfiore.com/spies_who_love_you_
0

Robots are Taking Over the Web. FreeSpeech TV.
http://freespeech.org/ourweb/

Trusted Computing. benjamin stephan and lutz vo-
gel.

http://www.lafkon.net/tc/
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Resources

How-to Guides

The Surveillence Self-Defense Project. Electronic Fron-
tier Foundation.

https://ssd.eff.org/

The Organic Internet. May First Collective. 2007.
http://mayfirst.org/organicinternet

Practical Security Advice for Campaigns and Activists.
2007.

http://activistsecurity.org

Security for Activists. Political Research Associates.
http://www.publiceye.org/liberty/

Security in-a-box: Tools and tactics for your digital
security. Tactical Technology Collective. 2009.
http://security.ngoinabox.orqg/

Security, Privacy and Autonomy. Resist Collective.
http://security.resist.ca/

Communications Security and Privacy. Riseup Col-
lective.

https://help.riseup.net/security
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About Us

Riseup.net was born out of the WTO protests in
Seattle. Or, the original Riseup people had the
moxy and pluck to start Riseup after being in-
spired during those protests. Or something like
that. It's hard to remember the exact time and
place that folks turned from talking about cre-
ating internet tools for activists to acting on it. If
you go to mail.riseup.net, you will see our name
cut out from a huge sun puppet that marched
all over Seattle in 1999.

Riseup wasn'’t the first project of its kind, and
it won’t be the last, and from the very beginning
we were talking and learning from other collec-
tives doing similar work. When you are strange,
i.e. computer geeks with radical politics, it’s im-
portant to have friends who understand your
geek-speak and your anarcho-heart.

For a couple of years, Riseup was run off of
one box in one house, and it made a lot of noise
and was ‘just as reliable as hotmail’ (that’s what
it said on our website.) We were providing email
for a handful of people, and all of them knew
someone who knew us.

Then we had a couple of boxes in a couple
of friend’s basements. This led to many a mid-
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night run to go fix these computers. We even
got into a car wreck at 1 AM on one such jaunt.
In those days, Riseup needed tons of work to
keep going, and we didn’t know if it was worth
all the hassle. We were volunteering full-time
for the project, and it could seem pretty bleak,
especially at 1 AM, sitting inside a totaled car.
Slow and steady wins the race! Social change
doesn’t happen overnight, and we are in it for
the long haul.

Eventually, we found a secure, temperature
controlled, rat-proof lair for all of our comput-
ers. This was around the time when our collec-
tive grew bigger and stronger, and more people
joined up and brought their smarts and hearts
to the project.

We now have legal knowledge, media savvy,
and education chops to go along with our battle-
tested hacking skills. We provide lots of email
and lists, and are always working to make ev-
erything way more secure. We practice all kinds
of mutual aid with other tech collectives world-
wide. We are working on Crabgrass, a social
organizing platform built on free software, be-
cause we think “myface” sites are pathetically
limiting and insecure, and they sell us out short
just to make a quick-click buck.

So this is our story, at least one of them, and
maybe why it’s interesting is because some peo-
ple had an idea and made something new and
useful in the world. Riseup has never been well
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funded, or had a lot of people involved in it, so
if we can make something, so can you. And
you, and you, and you, and before you know it,
maybe things will start to get better.
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